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SUMMARY 
 
I am a software engineer with a background in security. My goal is to eliminate the 
tradeoff between performance and security in the Rust programming language via 
projects like Anneal, zerocopy, and Project Safe Transmute. 
 
EXPERIENCE 
 
Staff Software Engineer, Fuchsia Operating System 
Google 
San Francisco, CA — April 2018 - Present 
 
Security role 

●​ Author, maintainer of zerocopy library for safe memory manipulation (600M 
downloads, 43rd most-popular crate as of May 2026), one of the only 3p 
dependencies in the Linux kernel, runs on 2B+ devices 

●​ Member of the Rust Operational Semantics team 
●​ Author, maintainer of Mundane cryptography library 
●​ Founder of Rust Secure Code Working Group 
●​ Designed Fuchsia boot process to allow recovery (through software update) 

from full system compromise 
●​ Represent Google to RISC-V cryptography standards body 

 
Networking role 

●​ Lead developer of Netstack3, a platform-agnostic networking stack 
●​ ~10M devices, 20x lower in-field crash rate (compared to predecessor) 
●​ Led team of 10 engineers, produced ~200K lines of code 
●​ Gave multiple conference talks on design of Netstack3 

 
Adjunct Professor, Department of Computer Science 
University of San Francisco 
San Francisco, CA — January 2024 - May 2024 

●​ Designed and taught Introduction to Computer Systems Security 
●​ "If there is any way at all to have Josh teach at USF again, DO SO. He cares 

about his students even though he has a full time job. Great course, great 
professor." 

●​ "I know we're all going to be talking about this class for years to come." 
●​ "This was definitely one of my CS favorite courses taught here at USF. I have 

nothing but the utmost positivity to say about this course!" 
 
Security Engineer, Cloudflare 
San Francisco, CA — August 2016 - January 2018 

●​ Reduced Keyless SSL request latency by 50% 
●​ Developed LavaRand service for producing entropy from lava lamps 
●​ Performed security reviews of products and infrastructure 
●​ Designed technical and legal security-related policies 

 
Lead Course Designer/Head Teaching Assistant 
Computer Systems Security (CS 1660) 
Providence, RI — Fall 2015/Spring 2016 

●​ Following development/teaching of CS 1951E, asked to redesign department's 
main security course using CS 1951E as a model 

●​ Ran course of over 60 students, two professors, 9 TAs 
●​ Wrote, gave roughly one third of the lectures (joshlf.com/talks-and-publications) 
●​ Designed and ran half-credit lab for advanced students 

http://github.com/joshlf
mailto:hello@joshlf.com
http://www.joshlf.com/talks-and-publications
https://crates.io/crates/cargo-anneal
https://crates.io/crates/zerocopy
https://rust-lang.github.io/rfcs/2835-project-safe-transmute.html
https://crates.io/crates/zerocopy
https://github.com/google/mundane
https://github.com/rust-secure-code/wg
https://cs.opensource.google/fuchsia/fuchsia/+/main:src/connectivity/network/netstack3/?q=netstack3
https://www.youtube.com/watch?v=UfMOOxOGCmA
https://www.youtube.com/watch?v=qd3x5MCUrhw
https://blog.cloudflare.com/keyless-ssl-the-nitty-gritty-technical-details/
https://blog.cloudflare.com/lavarand-in-production-the-nitty-gritty-technical-details/
http://joshlf.com/talks-and-publications


Software Engineering Intern 
Google, Perimeter Security 
Mountain View, CA — Summer 2015 

●​ Designed, developed software IPsec-encrypted VPN between Google offices 
●​ Reverse-engineered Quagga's Zebra API protocol 

 
Head Teaching Assistant 
Computer Systems Security: Principles and Practice (CS 1951E) 
Providence, RI — Spring 2015 

●​ Developed new course from scratch (syllabus and assignments) with 
enrollment of over 60 students, 7 TAs 

●​ Coordinated team of multiple professors teaching various lectures 
●​ Gave lectures (joshlf.com/talks-and-publications); held office hours 

 
Co-Head Teaching Assistant 
Introduction to Computer Networks (CS 1680) 
Providence, RI — Fall 2014 

●​ Participated in course development 
●​ Developed course software including full custom TCP/IP stack 
●​ Held office hours, responded to online questions, ran interactive grading 

 
Independent Research  
Scalable Flat Networking Protocol 
Providence, RI — Fall 2013 

●​ Developed ad-hoc, full-mesh, flat, network-layer routing protocol 
●​ Measured performance analytically and experimentally 

 
Independent Research  
Distributed, Decentralized, Secure Message-Passing 
Boston, MA — Summer 2012 

●​ Peer-to-peer message-passing 
●​ Highly adversarial environment 
●​ Intended for circumventing censorship in authoritarian regimes 

 
EDUCATION 
 
Tufts University 
3 Semesters 
 
Brown University 
ScB, ScM, Computer Science 
 
AWARDS & HONORS 
 
Dean's List, 2011-2012 (All semesters, Tufts University) 
Note: Brown University does not name students to a Dean's List 
 
1st place, CSI CyberSEED Capture the Flag Challenge (with three other students) 
 
Awarded a Great Teaching Assistant award "for outstanding service to CS 1951E" 
(nominated by students) 
 
REFERENCES 
 
Available upon request 
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